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Disclaimer

Certain information in this presentation may outline Broadcom's general product direction. 

This presentation shall not serve to (i) affect the rights and/or obligations of Broadcom or its licensees under any 
existing or future license agreement or services agreement relating to any Broadcom software product; or (ii) amend 
any product documentation or specifications for any Broadcom software product. 

This presentation is based on current information and resource allocations and is subject to change or withdrawal 
by Broadcom at any time without notice. 

The development, release and timing of any features or functionality described in this presentation remain 
at Broadcom's sole discretion. 

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future Broadcom 
product release referenced in this presentation, Broadcom may make such release available to new licensees in the form 
of a regularly scheduled major product release. 

Such release may be made available to licensees of the product who are active subscribers to  Broadcom maintenance 
and support, on a when and if-available basis. 

The information in this presentation is not deemed to be incorporated into any contract.



  

This document is intended to provide general guidance for organizations that are considering Broadcom 
solutions. The information contained in this document is for educational and informational purposes only.

This document is not intended to provide advice and is provided “AS IS.”  

Broadcom makes no claims, promises, or guarantees about the accuracy, completeness, or adequacy of 
the information contained herein.

Organizations should engage appropriate legal, business, technical, and audit expertise within their 
specific organization for review of requirements and effectiveness of implementations.
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Why Folks Are Worried About AI

Finds & Exploits
Vulnerabilities

Chains
Vulnerabilities

Customizes
Malware

Conducts
Attacks
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Why Folks Are Worried About AI

Finds & Exploits
Vulnerabilities

Chains
Vulnerabilities

Customizes
Malware

Conducts
Attacks

Open-source means
everyone gets to watch

Also analyzes configurations
and design weaknesses

Attackers do not
share openly
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Why Folks Are Worried About AI

Finds & Exploits
Vulnerabilities

Chains
Vulnerabilities

Customizes
Malware

Conducts
Attacks

AI can string lower-
severity vulnerabilities and  

lesser access levels
together very well
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Why Folks Are Worried About AI

Finds & Exploits
Vulnerabilities

Chains
Vulnerabilities

Customizes
Malware

Conducts
Attacks

Tailored to your environment

“Living off the land”
gets easier
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Why Folks Are Worried About AI

Finds & Exploits
Vulnerabilities

Chains
Vulnerabilities

Customizes
Malware

Conducts
Attacks

Velocity changes what
defense looks like

Lowers the bar on who
can conduct sophisticated attacks

AI doesn’t care about friction
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Organizations 
Need To Think 
Differently

Patching Is One Piece
Patching is essential, but it is one piece among 
many. Identity, segmentation, logging, and 
recovery create resilience and defense-in-depth.

Security Always
The perils AI brings to us turn many things into 
actual operational risk. Actual architectural 
zero-trust security practices need to be 
prioritized.

Survivorship Bias
A clean record is easily mistaken for a strong 
defense. Perhaps the test has not come, or an 
attacker is already inside, unnoticed.
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Not Just Broadcom Saying These Things
Different Audiences, Same Ideas

Cloud Security Alliance FS-ISAC Anthropic

Segmentation between 
systems

Identity isolation and
phishing-resistant MFA

Deception and tripwires
inside the network

Pre-authorized containment 
that runs at machine speed

Treat vulnerability backlogs as 
operational risk, not 
compliance debt

Shift from vulnerability 
management to exploit 
prevention

Move beyond CVSS-only 
prioritization

Replace end-of-life software, 
stay within two major versions

Patch internet-facing systems 
within 24 hours

Design for breach: hard 
barriers, not friction

Manual approval cycles are 
now a security risk

Identity as primary control, 
segmentation as backstop
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What can
be done?

Limit Lateral Movement
Perimeter and endpoint defenses will fail 
eventually. Segmentation and least privilege turn 
a compromise into a contained problem.

Defend Holistically
Most intrusions exploit trust relationships 
between systems. Actual zero trust, plus strong 
identity and access controls help close gaps.

De-Risk Patching
Snapshots, backups, canaries, and staged rollouts 
improve overall resilience (not just patching!)
All features that are in or available for VCF.
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What can
be done?

Limit Lateral Movement
Perimeter and endpoint defenses will fail 
eventually. Segmentation and least privilege turn 
a compromise into a contained problem.

Defend Holistically
Most intrusions exploit trust relationships 
between systems. Actual zero trust, plus strong 
identity and access controls help close gaps.

De-Risk Patching
Snapshots, backups, canaries, and staged rollouts 
improve overall resilience (not just patching!)
All features that are in or available for VCF.

SSO & Federation!
RBAC! Avi!

Log Management!

vDefend!
VLANs! VPCs!

Distributed Switch!

Protection & Recovery!
Replication! Avi!

Snapshots! Clones!
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Defense in Depth with VMware Cloud Foundation

Advanced Security*

Platform Hardening

Cyber-Resilient  
Recovery

• Continuous replication with rollback points

• Automated testing in isolated networks

• Choice of detection vendor

• Faster recovery, verified clean

Strong Lateral 
Security

• Visibility into every workload and flow

• Signature- and behavior-based detection

• Automated response and policy tuning

• Reduce blast radius and dwell time

Hardened 
Infrastructure

• Compliance enforcement and drift detection

• Patching while workloads stay running

• High performance, secure storage 

• Resilient from hardware to workload

AI-Powered Live
 Behavioral Analysis

On-Premises
 Isolated Clean Room

Lateral
Security

IDS/
IPS

NTA/
NDR

Web App 
Security

Cyber Recovery*

COMPUTE STORAGE NETWORKING MANAGEMENT

* Capabilities mentioned here may require additional licensing
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Make Identity
Hard To Compromise
Authentication & Authorization
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Unified Identity: One Broker for All VCF Components
VMware Cloud Foundation SSO

Embedded (in vCenter), 
standalone, and clustered 
appliance deployment models

Automatic configuration for 
vCenter, NSX, Operations,
and Automation

One IdP configuration for VCF 
management components, but 
Automation has multitenancy

Supports any SAML, OIDC, 
and AD/LDAPS-based IdP

VCF Identity Broker (VIDB)

\

SAML/OIDC LDAPS
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Isolate Identity From Compromise
Authentication & Authorization with VMware Cloud Foundation 9

1. Use VCF SSO to federate VCF management with an isolated, infrastructure-only IdP.

2. Enable phishing-resistant MFA, number matching, and conditional access.

3. Do not connect HR, user provisioning, password reset, or configuration management 
systems to the infrastructure IdP. Do not connect centralized monitoring systems to 
infrastructure in a way that lets them execute commands or push configurations.

4. Help Desk must not be able to reset administrator authenticators, including for remote 
staff. Reset in person for all privileged accounts. This is a common threat actor tactic now.

5. Lower authentication token lifetimes.

6. Reduce permissions for service accounts to the minimum needed.

7. Audit infrastructure IdPs against published best practices (disable SSPR, Seamless SSO).
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We cannot become what we want 
by remaining what we are.”

“

- Max De Pree
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Limit Lateral Movement 
of Attackers
Network Access Control
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Lateral Security, Deep Visibility, and Automated Workflows
VMware vDefend

COMPREHENSIVE LATERAL SECURITY

Discovery & Segmentation Reports

Policy Recommendations

Automated Workflows (DFW 1-2-3-4)

Virtual Patching

Regulatory Compliance

Threat Investigation using NDR

Microsegmentation

Zone segmentation 

Tenant segmentation  

AI Powered Threat Analytics

EAST-WEST PROTECTION NORTH-SOUTH PROTECTION

IDS/IPS | MPS | NTA/NDR

VISIBILITY | REPORTING |  AUTOMATION

Security Intelligence

Advanced Threat Prevention

Distributed Firewall Gateway Firewall
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Limit Lateral Movement of Attackers
Network Access Control with VMware Cloud Foundation 9

1. Add layers to public applications and websites with Avi and vDefend IDS/IPS/NTA.

2. Egress rules, including DNS filtering and outbound inspection using vDefend Firewall.

3. Identity-based microsegmentation between workloads with vDefend.

4. Strict controls between infrastructure management interfaces and the rest of the 
organization. Consider privileged access workstations and out-of-band management.

5. Severely restrict access to ESX. Drive all access through vCenter & RBAC model.

6. Canaries, honeypots, and tripwires on the network.

7. Let vDefend automatically block problems when they are detected.
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See What Attackers
Are Doing
Logging & Detection
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See What Attackers Are Doing 
Logging & Detection with VMware Cloud Foundation 9

1. Follow the VMware VCF Security Configuration Guide to enable audit logging everywhere.

2. Attackers are often using stolen credentials and have administrator access to the breached 
systems. Use VCF Log Management to aggregate, filter, and forward logs to your SIEM, out 
of reach from the attackers who might have access to the systems generating the data.

3. Retain logs long enough to investigate a breach that started three years ago. This includes 
access logs for your IdP (isolated IdP has a much lower volume of logs!)

4. Watch for legitimate operations performed by the wrong thing. Cloning by something that 
does not clone. Snapshots outside backup windows. Exports from accounts that do not 
export. See the VMware guidance on defending against BRICKSTORM for more info.

5. Watch for changes to logging and audit configuration itself.
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Patch Everything,
Survive Anything
De-Risk Patching
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Reworking The VCF Roadmap To Protect Customers
VCF continues to be the most trustworthy platform for workloads

VCF 9.1 is
the beginning of 

this journey

New monthly 
VCF 9.1.0.x 

patches

Quarterly 9.1.x 
releases may add 

security capabilities

Controlled VCF 
architectural 

changes
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Zero Downtime Updates At The Core of VCF
Live Patch of ESX vmkernel, VM runtime, NSX, vSAN, system daemons, and vCenter!

Most critical 
patching intended 
to incur minimal to 
no disruption

TPM-enabled hosts 
now fully supported 
for live patching

Some limitations 
apply: Confidential 
Computing, PodVM, 
skipping versions, 
big updates.

ESX

vmkernel user-space    nsx    vmx
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DR and immutable 
backups are not 

enough for cyber 
recovery

AI-powered 
cyberattacks have 
redefined cyber 

recovery 
requirements

AI threats exploit 
gaps created by 

fragmented 
operations

AI/ML-POWERED 
VALIDATION

Detection of malware-free, 
“living-off-the-land” attacks 
that remain undetected with 

traditional antivirus

3

ISOLATED
CLEAN ROOM 

Safe environment to power on 
workloads for validation before 

restore to production

1

VM NETWORK ISOLATION

Isolation of workloads during 
validation to prevent 
malware spread and 

reinfection

2 VMware Advanced
Cyber Compliance

END-TO-END CYBER 
RECOVERY WORKFLOW 

Fully-integrated cyber 
recovery to on-premises VCF 

sites with guided workflow 
automation

4

Purpose-Built Cyber Recovery With End-to-End Automation
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Make Rollback Easy Enough to Patch Anything
Workload Protection with VMware Cloud Foundation 9

1. Software updates sometimes introduce unexpected change. The fix is a
pipeline that catches them early, not a process that patches slowly.

2. Snapshot before patching. Automated through API, with automatic cleanup 
after a defined window (schedule snapshot cleanup).

3. Snapshots capture VM virtual hardware configuration, too (including compatibility levels).

4. Deploy and use the vSAN Data Protection appliance for automated, continuous,
workload-level point-in-time/tactical recovery options. This is not a backup, though.

5. Use Avi & rolling updates to keep services up during patching. “Too important to be down” 
is now “too important to leave unsecured.” Service availability has robust solutions.

6. Replicate critical workloads with VCF Cyber Recovery. Use the testing tools to
practice the recovery regularly so you know how it will work, and that it will work.

7. Make workloads start automatically when their VMs start.
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.    

The investments in process 
improvement that make patching safe 

also make ransomware recovery, 
hardware failure, application upgrades, 

human error, and AI coding tools 
dropping your databases survivable.
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Security Hardening & 
Compliance Resources
https://brcm.tech/vcf-security
https://github.com/vmware/vcf-security-and-compliance-guidelines/
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Baseline Hardening Made Easy Across All VCF Components
VCF 9.1 Security Configuration Guide at https://brcm.tech/vcf-security

Filterable based on 
component, feature, 
version, and risk

Standardizes checks 
across components

Maps additional 
regulations and 
differences

Guidance that is 
easy to use and 
understand for
VCF components
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Understand How VCF Features Meet Regulatory Requirements
VCF Regulatory Compliance Library at https://brcm.tech/vcf-security

27 standards + the 
Secure Controls 
Framework itself

XLSX, CSV, 
Markdown, PDF

Know which VCF 
features apply to a 
specific regulatory 
requirement.

Aids auditor 
understanding of 
VCF features.
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Security & Compliance Repository: brcm.tech/vcf-security
https://github.com/vmware/vcf-security-and-compliance-guidelines

SCG & sample code 
for automation

Regulatory 
compliance library

Whitepapers on 
standards and 
design

Q&A for product 
capabilities

“One-stop shop” for 
platform security



Thank You


